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organizations. CyNtell’s approach is compliance centric using our broad
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knowledge and cumulative years of experience in cybersecurity governance
and risk management to help our customers implement standards and best practices. CyNtell’s core
competency is a quadrangular based approach to developing compliance strategies and tactics for
cybersecurity, ITSM, BCM, and privacy, to direct IT and business operations within government agencies.
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OUR PROFESSIONAL SERVICES CONNECT THE CRITICAL ELEMENTS OF
CYBER GOVERNANCE, RISK MANAGEMENT, AND COMPLIANCE (GRC).

Our Core Competency

Security Evaluations and Assessments

*  Risk Management Framework (RMF)

* NIST Related Processes {SP: 800-53, 800-171, 800-112}
e Compliance Gap Analysis {CMMC, HIPAA, PCI DSS}

* Risk and Vulnerability Assessments (RVA)

*  Security Architecture Review (SAR)

* Penetration Testing

Continuous Diagnostics and Mitigation

* Threat Intelligence

* Incident Management

* Computer Forensics

* Cyber Hunting

CDM Products/ Network Defense {ThreatResponder™, Flying Fox™}

Systems Security Engineering (SSE)

* SIEM {Splunk, ArcSight, QRadar SolarWinds, LogRhythm, Sentinel}
* IPv6 Architecture

* High Performance Computing (HPC)

* Cloud Architecture and Migration

Human Element
* Social Engineering Program Development and Support
» Security Awareness Program Development and Support

Training and Education

* Testing Administration

* Course Development and Delivery

+ Staff Development and Education Management
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Cyberlsin The Name

CyNtell’s management team has over 50 years of cumulative experience delivering IT and
cybersecurity services to the government. Our experience and past performance is primarily from
providing professional services via contracts and subcontracts to DoD and military customers. Our
team of professionals has proven hands-on experience and capabilities facilitating the RMF process
and FISMA related compliance functions, as well as supporting the implementation and operation of
IT service management. Other significant experience is from providing tactical and operational
compliance services (e.g. mock audits, remediation, etc.) to various private sector small to medium
sized businesses (SMB) needing to meet regulatory requirements such as HIPAA, FFEIC, SEC/FINRA,
PCI-DSS, etc.

Since being established in 2016, CyNtell has achieved success by becoming a trusted provider of
quality services to its customers. Our quick success is demonstrated by being awarded a multi year
prime contract with the U.S. Air Force and contracting with more than a dozen SMB financial firms to
provide cybersecurity policy development and process implementation.

“CyNtell’s deliverables were on time, organized, and met expectations.” - CCO, Rainey & Randall
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OUR PROFESSIONALS

CyNtell provides staff of the highest quality, steeped in ethics, accountability, and responsibility.
Our staff meets industry and government mandated training and certification requirements in IT
technologies and cybersecurity standards. Our staff either holds, or is eligible to obtain, security
clearance through top secret. Each of our professionals is a standards (i.e., NIST, ISO) expert in
his/her area of focus. Many have contributed to the development or refinement of such standards
including our CEO who directly supported (ISC)2® certifications, served in workshops for NICE, and
contributed to the CERT Insider Threat Methodology .

PURPOSE STATEMENT

CyNtell was created to provide critical professional services to both the public and private sectors
for the advancement and promotion of good practices in the realms of cybersecurity and IT service
management. Furthermore, CyNtell’s management believes that the training and education of
appropriate knowledge, skills, and abilities in those realms to personnel, government staff, and the
public will bolster national protection initiatives. Therefore, CyNtell is committed to providing an
outlet for understanding concepts, laws, regulations, standards, and best practices in cybersecurity
and IT service management.

“CyNtell is a critical resource and continues to be a pleasure to work with.” - Air Force COR
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